Interpretation, and Applications of Gradients
Part 5: Conclusions and Future Directions
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* Robustness under distributional shift in domains, environments, and adversaries are challenges for neural
networks

» Gradients at Inference provide a holistic solution to the above challenges

» Gradients can help traverse through a trained and unknown manifold
» They approximate Fisher Information on the projection
* They can be manipulated by providing contrast classes
* They can be used to construct localized contrastive manifolds
« They provide implicit knowledge about all classes, when only one data point is available at inference

» Gradients are useful in a number of Image Understanding applications
» Highlighting features of the current prediction as well as counterfactual data and contrastive classes
* Providing directional information in anomaly detection
* Quantifying uncertainty for out-of-distribution, corruption, and adversarial detection
* Providing expectancy mismatch for human vision related applications

Georgia
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Test Time Augmentation (TTA) Research
» Multiple augmentations of data are passed through the network at inference
« Research is in designing the best augmentations

Active Inference
» Utilize the knowledge in Neural Networks to ask it to ask us
» Neural networks ask for the best augmentation of the data point given that one data point at inference

Uncertainty in Explainability, Label Interpretation, and Trust quantification
« Uncertainty research has to expand beyond model and data uncertainty

* In some applications within medical and seismic communities, there is no agreed upon label for data.
Uncertainty in label interpretation is its own research

Test-time Interventions for Al alignment
* Human interventions at test time to alter the decision-making process is essential trustworthy Al
» Further research in intelligently involving experts in a non end-to-end framework is required
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Memes to Wrap it Up
Deep Learning and Novel Data

Deep learning cannot easily generalize to novel data

Even if
available,
novel data
does not
easily fit into
either the
earlier or
later stages
of training

Novel data may not
be available during
training

A= Deep Neural Networks
B = Novel data
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Memes to Wrap it Up
Robustness Research in the Inferential Stage of Neural Networks

Existing research on robustness focuses on data collection and optimization

Optimization < Q Inference

.
1 30t
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Memes to Wrap it Up
Implicit Knowledge in Neural Networks

Trained Neural Networks have a wealth of implicit stored knowledge, waiting to be extracted
at inference

Traditional Why P?

Why P, rather than Q?

= |
v&i —~—
.

What if?
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Memes to Wrap it Up
Robustness at Inference

TRAIN & TEST WERE DIFFERENT IIISTIIIBIJTIBHS

imgfiip.com @scott.ai

Cannot depend on training to construct
robust models
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Gradient representations for Robustness, OOD, Anomaly, Novelty, and Adversarial Detection

*  Gradients for robustness against noise: M. Prabhushankar, and G. AlRegib, "Introspective Learning : A Two-Stage Approach for Inference in Neural Networks," in Advances in Neural
Information Processing Systems (NeurIPS), New Orleans, LA, Nov. 29 - Dec. 1 2022

*  Gradients for adversarial, OOD, corruption detection: J. Lee, M. Prabhushankar, and G. AlRegib, "Gradient-Based Adversarial and Out-of-Distribution Detection," in International Conference
on Machine Learning (ICML) Workshop on New Frontiers in Adversarial Machine Learning, Baltimore, MD, Jul. 2022.

. ?I;g}g)lelllltisE %)rz(()) 1en set recognition: Lee, Jinsol, and Ghassan AlRegib. "Open-Set Recognition With Gradient-Based Representations." 2021 IEEE International Conference on Image Processing

* GradCon for Anomaly Detection: Kwon, G., Prabhushankar, M., Temel, D., & AlRegib, G. (2020, August). Backpropagated gradient representations for anomaly detection. In European
Conference on Computer Vision (pp. 206-226). Springer, Cham.

. gradienﬁ for2 ?%%E?arial, OOD, corruption detection : J. Lee, C. Lehman, M. Prabhushankar, and G. AlRegib, "Probing the Purview of Neural Networks via Gradient Analysis," in [EEE
ccess, Mar. .

*  Gradients for Novelty Detection: Kwon, G., Prabhushankar, M., Temel, D., & AlRegib, G. (2020, October). Novelty detection through model-based characterization of neural networks. In 2020
IEEE International Conference on Image Processing (ICIP) (pp. 3179-3183). IEEE.

*  Gradient-based Imalge Quality Assessment: G. Kwon*, M. Prabhushankar*, D. Temel, and G. AlRegib, "Distorted Representation Space Characterization Through Backpropagated Gradients,"
in /[EEE International Conference on Image Processing (ICIP), Taipei, Taiwan, Sep. 2019.

Explainability in Neural Networks

. %/[xplan_atog% 42)1rg(91i§12ns: AlRegib, G., & Prabhushankar, M. (2022). Explanatory Paradigms in Neural Networks: Towards relevant and contextual explanations. /EEE Signal Processing
agazine, , 59-72.

*  Contrastive Explanations: Prabhushankar, M., Kwon, G., Temel, D., & AlRegib, G. (2020, October). Contrastive explanations in neural networks. In 2020 IEEE International Conference on
Image Processing (ICIP) (pp. 3289-3293). [EEE.

. Explainabilt% in Limited Label Settings: M. Prabhushankar, and G. AlRegib, Extracting Causal Visual Features for Limited Label Classification,” in IEEE International Conference on Image
Processing (ICIP), Sept. 2021.

* Explainabilty through E)épectanc -Mismatch: M. Prabhushankar and G. AlRegib, "Stochastic Surprisal: An Inferential Measurement of Free Energy in Neural Networks," in Frontiers in
Neuroscience, Perception Science, Volume 17, Feb. 09 2023.
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